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IT CHANGE MANAGEMENT POLICY 
 
Purpose 
IT underpins many of the processes and systems used by the College Group. Change is necessary to maintain and 
improve the IT facilities offered, to ensure the College Group can carry out its commitments to staff, students 
and Partners.  
  
IT Services provide a complex and integrated set of services for the College Group. To ensure that maintenance 
work and improvements are completed with minimal disruption to our users, we manage changes to these 
systems in a controlled, planned and informed way; considering risks and any potential negative impact to staff 
and students.  
  
Scope  
IT Change Management is a process that makes it easier for STCG to roll out changes to the organisation IT 
Systems, whether they be hosted On-Site or in the Cloud by a 3rd Party. Change Management helps an 
organisation to request, prioritise, authorise, approve, schedule and implement IT system changes. This is done 
so that STCG can control risk and keep disruption to IT Services to a minimum. 
 
The scope of this policy also covers STCG Users/Administrators who have responsibility for the Maintenance and 
Support of IT Systems that are hosted externally to the College Group, and not looked after by IT Services. 

  
Change Approval process 
We follow a standard process to assess, approve and implement changes to services. This ensures:   
 

• Changes are well thought through  
• Adequately planned  
• Ready for implementation  
• Do not conflict with other planned work  
• IT Services staff are available to carry out and support the change 

  
Depending on the scale of a change, it will either be classified as Minor or Major change.  
  
The Deputy Director of IT Services can approve Minor changes on a daily basis, as these are low risk and unlikely 
to have an effect on users even if they fail. Major changes are approved by the Director of IT Services, and are 
tracked through an email log system, that allows the setting of flags, for monitoring/reporting purposes. In the 
absence of the Director of IT Services, the Deputy Director of IT Services with the agreement of the Head of IT 
Operations together can sign off a Major change. 
  
Critical Periods 
During critical periods in the academic year, such as Enrolment the impact of an IT change going wrong could 
cause reputational or financial damage to our College Group.  
To protect against this, we reduce the number of changes we make to only Critical (Exception Period), 
or may even stop implementing changes completely (Change Freeze).  
Our IT services continue to be available; however changes to them will not be made unless they are needed in 
an emergency to keep IT facilities and services running.  
We may also implement change freezes when the number of IT staff available are reduced to an unacceptable 
level e.g. Illness.  
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Planned Exception Periods 
Changes will be limited during the following dates:  
 

• Mondays till 12pm 
• Fridays 
• Open Days  
• Public Holidays  
 
This is to ensure that these key events run smoothly and are protected from unforeseen issues.   
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Planned Change Freezes:  
Changes will not be made during the following dates:  

• Main College Enrolment period 
• Summer Exam period 
• Economic Closures Period e.g. Christmas  

 
 
Firewall Changes:  
All Firewall changes are treated as a ‘Major Change’ and follow the process described above. In addition, due to 
the specific function of the College Group Firewalls, flags are set against approved changes in the Email log so 
that when the rule has reached its expiry date, it is easily identified for prompt removal.   
  
A monthly review of Firewall settings including the applied rules is also carried out by the Deputy Director of IT 
Services as a secondary check against the Firewall email log.  
 
 
Change Communication Plan: 
 

Is the disruption planned or 

unplanned?

START

UNPLANNED

Definition: 

When a planned change causes an interruption in 

client or internal facing production services with any 

amount of downtime (e.g network appliance firmware 

update or Windows update). 

Comms Steps:

The following steps need to be completed where 

possible once approved by the Change Approval 

Board (CAB):  

[1]  All planned disruptions to be posted on STCG 

      Online. 

[2] An email advising staff to check STCG Online.

[3] A reminder email 2-3 days prior to the event.

[4] A email advising that the work has been completed.  

PLANNED

Definition: 

Unplanned interruption (e.g. no internet access at 

Merton College, or Office 365 is down) to an IT 

service, or a reduction in the quality of an IT service.

Comms Steps:

The following steps need to be completed where 

possible:  

[1] A post on STCG Online.

[2] An email advising staff [incl. key STCG leads] of an 

     issue & to check STCG Online for updates.

[3] Use Microsoft Teams as a general broadcast tool to   

     notify staff.

[4] Updates to be posted every 20 minutes on the 

     relevant channel.

[5] An email advising staff that the issue has been 

     resolved including updates on STCG.

Specific Considerations – PC Updates:

PCs have been set to notify users when automatic 

updates are being applied.  If a forced  update is 

applied, users will be warned about an upcoming 

restart with the reboot only occurring if there is no 

potential for data loss.

 


